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Whitelist Instructions

Whitelisting and Proxies

The ObservePoint data collection servers use multiple IP addresses to access your
website or mobile app. Your IT department and analytics administrators need to
know these |P addresses for firewall and analytics whitelisting.

Firewall Whitelisting

For security purposes, the ObservePoint IP addresses should be whitelisted to prevent a
firewall from blocking traffic detected from the ObservePoint servers. ObservePoint can
Nit your website with dozens of page requests per minute as you run audits and web
journeys, which can sometimes appear to your security devices as a malicious attack.

To prevent your firewall from rejecting traffic from the ObservePoint servers, have your
DevOps team whitelist all the |IP addresses from the table on the next page.

Analytics Whitelisting

For web analytics traffic, some analysts prefer not to include ObservePoint traffic in any
of their analytics reports. If this is the case, whitelist all IP addresses from the list on the
next page in your analytics administration console. See Exclude by IP Address for
Adobe Analytics or Exclude Internal Traffic for Coogle Analytics.
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https://experienceleague.adobe.com/docs/analytics/admin/admin-tools/exclude-ip.html?lang=en
https://support.google.com/analytics/answer/1034840?hl=en
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IP Addresses and Proxy Locations
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https://s3.amazonaws.com/img.observepoint.com/ObservePoint_aa-bot-rules.csv
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App Proxies

All App functionality is hosted in a different data center from Technology Governance.
If you have any security restrictions on your APIs or backend, best practice is to whitelist
the following IP Addresses on your servers so that the app can send back data to your
servers. Also, to ensure, the test traffic is not adding unnecessary noise to your analytics
data, best practice is to whitelist these addresses in your Analytics too

IP Address Use/Location

as well.

5418610974 Default AppAssurance traffic
162.251166.0/24 default AppAssurance traffic
1822879189 Brazil (new with 2019-05-21)
3518257108 Canada (new with 2019-05-21)
54240240157 Europe

5218122777 Europe

18185.212.24 GCermany (new with 2019-05-21)
1311595178 Japan (new with 2019-05-21)

30225178 Singapore (new with 2019-05-21)
13125164173 South Korea (new with 2019-05-21)
134817227 © en (ne ith 2019-05-21
18130.42.202 United Kingdom (new with 2019-05-21)
135710560 US West

1356176188 US West

3423621355 US East

3423621843 US East

1822174211 US East (new with 2019-05-21)
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Other IP Addresses for App Journeys

If you use App Journeys in your staging or other testing environments you may notice
traffic recorded from IP addresses that you do not recognize. Our servers use the follow-
iNg |P addresses when interacting with your apps in ObservePoint. There is no need to
whitelist any of the following IP addresses, but knowing about them makes it easier to
identify them.
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LiveConnect Proxy

If you use LiveConnect, your firewall must allow access to the LiveConnect IP address:
13.57.103.60. This may have already been set up if you have configured all the App prox
les above. When a new proxy is created for LiveConnect, the port range is arbitrarily
chosen and is between 49153 to 65535
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